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How to Set up a Role Related to a Keystore — Quick Guide

To grant the BYOK web service access to creating and maintaining keys in the KMS of your account,
you must create a policy and include it in a role. This guide describes how you can set this up quickly
using a CloudFormation template.

Choose the “Quick” Option

Create new key store
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Quick Manual

/ Role ARN

BACK CREATE NOW

A new browser tab will open when you click the “Quick” button. You will be directed to the AWS
login page, unless you are already logged in. Make sure that you log in to the AWS account where
you want your keys to be stored in AWS KMS.

Log in to the AWS Account
First, log in to the AWS account (if not already logged in) where your KMS resides (i.e., where you
want your keys to be exist):
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Create CloudFormation Stack

After login, you will be forwarded directly to a form alredy automatically filled out with all relevant
information. All you need to do is ensure that the stack name is not already in use (the stack name in
the shown example is “CryptomathicAccess”).
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CloudFormation Stacks Create stack

Quick create stack

Template
Template URL
https://s3.eu-north-1.amazonaws.com/cryptomathic-public/ByokAccess.template

Stack description

Stack name

Stack name /

CryptomathicAccess

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Parameters provided by Cryptomathic

Cryptomathics AWS ID

d by Cryptomathic. Do not change
External ID
Provided by Cryptomathic. Do not change
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Next, check the "l acknowledge..." box in the bottom of the form and click the "Create stack" button

External ID
Provided by Cryp

athic. Do not change
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Capabilities

@ The following resource(s) require capabilities: [AWS::IAM:Policy, AWS::1AM::Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS account. Learn
more [4

WE that AWS CloudFormation might create IAM resources with custom names,

Settings [ 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

AWS CloudFormation will begin creating the role and policy. To follow its progress, click the update
button in the upper right corner to refresh the events list:

CloudFormation X CloudFormation » Stacks » Cryptomathi

CryptomathicAccess-02-09

stacks [ Stacks (9) C
L [ Delete ‘ Update | Stack actions ¥ “ Create stack ¥
Stack details
Drift ack nar
e Q Filte X RS Stack info Events Resources Outputs Parameters Template )}
StackSets
Exports Active v | @D View nested
U Events (8) -"'"——-...-'
Designer Q (0]
CryptomathicAccess-02-09 o
2 09-02 12:15:17
. © CREATE_COMPLETE Timestamp Logical ID Status Status reason
¥ Registry
Public extensions iven-test-CryptomathicAccess 2022-09-02 Cryptomath
. - 2 29 19:06:45 UTC+0200 12:16:04 icAccess-02- ®c E_COMPLETE
Activated extensions @ CREATE_COMPLETE UTC+0200 o]
Publisher 2022-09-02 ByokAccess
UDG-Iven-ThirdKeystore-2-Cryptomath 12:16:01 ToKmsPolic (© CREATE_COMPLETE
icAccess UTC+0200 ¥
2-08-29 16:44:12 UTC+0200
2022-09-02 ByokAccess . -
CREA y CREATE_IN_PROGRES
Feedback © CREATE_COMPLETE 12:15:43 TokmsPolic ? A Resource creation Initiated
UTC+0200 y
UDG-Iven-ThirdKeystore-Cryptomathic
Access 2022-09-02 ByokAccess @ CREATEIN_P
Sorm 0620 141508 e 12:15:42 TokmsPolic .
e UTC+0200 v
(D CREATE_COMPLETE - .
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Obtain Role ARN
When the stack reaches the "CREATE_COMPLETE" state, click the Outputs tab. Here you will find a
"RoleArn" value. Copy it.
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Apply the Role ARN to finish the set up
Return to the "Create new key store" page and paste the "RoleArn" value into the text field.

Create new key store ‘
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Quick Manual

\ Role ARN

arn:awsiam role/CryptomathicByokServicel

BACK CREATE NOW /

Click the "Create now" button. This completes creation of the key store, and you are now ready to
add the first key.
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